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Guide for Security Operations Metrics

1. Overview

he threat landscape in our ever-evolving cyberspace

has continued to expand at a rapid pace. The attackers
are launching sophisticated attacks which often go
undetected by single-point security devices. To defend
against such attacks, organizations need to implement
comprehensive security programs that cover their people,
process, and technology. Mature security programs focus
on continual improvements to successfully defend against
incoming threats.

In the present scenario, no organization can claim that
they are absolutely secure against cyberattacks. Every
organization, irrespective of its size and industry, is a
target for security incidents and data breaches. At times,
attackers spend months in planning an attack, and they
only need to be successful once to disrupt your business
operations. However, on the other hand, your security
team is expected to prevent such attempts 24x7. On the
other hand, there is no plausible way for an organization
to find out the number of potential attackers; however, the
number of individuals in the security team are limited.

In this context, it becomes challenging for organizations to measure the success of their security initiatives. While the
executive decisions are most certainly going to rely on data, security teams invest a substantial amount of time in
tracking the right metrics. Measuring security operations, whether qualitatively or quantitatively, demonstrates how
well a security program is functioning. These results can be further utilized to request additional budget approvals for
new technologies and tools.

We often encounter situations where our clients have implemented the best of security measures, but they were not
adequately tracking their security operations. There is no denying that reporting on metrics for their operationsis a
highly time-consuming process. With a lack of interoperability among various security tools and skill shortages, the
problem further worsens. However, what security managers and CISOs need to understand is that recording metrics for
security operations providers value for overall security strategy.

2. Initial Preparation

Before building a plan for your organization’s security practices, the security team must have clarity in terms of data
they are collecting and why. It is recommended to prepare long-term objectives from security metrics that align

with your organization’s business requirements. These objectives must fit into the organization’s overall security
strategy. Another consideration here is properly defining roles and responsibilities for individuals responsible for your
organization’s security metrics program. Once these pieces of information are documented and ready, it would become
more comfortable for a security team to avail support from the top management.

Consider a situation when a security team approaches the top management without any documentation and clarity on
what they seek to do. Most likely, they will receive an unfavorable response. If your organization is setting up a security
operations center (SOC), it is crucial to record metrics right from the beginning for deriving benefits in the long run. With
proper documentation, a security team can expect swift approvals from the top management with adequate support.

As the preparations for the proposed security metrics program start, it may encounter resistance for specific groups

or individuals of the security team itself. Some managers may believe that another team recording their day-to-day
tasks will add additional pressure to their teams. However, a security metrics program must be presented as a solution
to improvise security operations; instead of an organizational program to keep tabs on various managers and their
teams. Having a well-defined roles and responsibilities document that should be prepared before approaching the top
management helps in mitigating concerns like this.




2.1 Identifying Relevant Security Metrics for Your Organization: Key Performance Indicators (KPls)

A Key Performance Indicator (KPI) helps an organization
in measuring whether their business process or objective
has been a success or failure. It provides actionable
information for the decision-makers and eventually,

helps in the decision-making process. Generally, KPlIs for
security operations aim to identify positive and negative
trends. For example, one KPI can be the number of false-
positive security alerts over the last six months. Similarly,
for administrative processes, a KPl can be the number of
exceptions raised in the previous three months. Recording
KPls can have tremendous benefits for security operations,
whether they are strategic or tactical.

Well-defined KPls can serve as the drivers for a
continuously improving security program. KPls ensure

that your security program remains effective and gaps

are addressed before they can impact your security
posture. To find out the relevant security metrics, a security
team should start with identifying various operations or
functions that they need to assess. If your organization

has an information security management system (ISMS)

in place, the existing document can help you with this.

For the identified operations and functions, you should
identify various security metrics (or KPIs) that would help in
assessing the performance.

3. Important Metrics
3.1 For Security Operations

One of the most apparent metrics that should be recorded
is the number of total security alerts and incidents. This
metric will answer questions such as:

Whether overall security incidents are increasing or
decreasing?

What are the types of security incidents being
detected?

How many high-risk security incidents were detected
in the last month?

This metric will further help in determining the proportion
of false-positive alerts, the average time taken to mitigate
an incident, and average number of alerts per security
analyst. If there is a large number of security alerts

being handled by individual team members, it gives an
actionable insight that the organization lacks in human
resources. On top of this, captured information from
security alerts and incidents will assist in pinpointing
weaknesses in your technical infrastructure. Moreover, for
security alerts and incidents caused due to user errors, you
can observe the team members that require additional
security training.

Recording KPls comes with a cost, be in terms of time or
money. Before finalizing the list of KPIs to track, a cost-
benefit analysis may be useful. Every KPI must have the
following SMART characteristics:

Simple: A KPI should be easy to measure. It should not
be complicated, and the purpose behind recording it
must be documented and communicated.

Measurable: A KPI that cannot be measured will not
help in the decision-making process. The selected
KPls must be measurable, whether qualitatively or
quantitatively. The procedure for measuring the KPls
must be consistent and well-defined.

Actionable: KPIs should contribute to the decision-
making process of your organization. A KPI that does
not make any such contributions servers no purpose.

Relevant: KPls must be related to operations or
functions that a security team seeks to assess.

Time-based: KPIs should be flexible enough to
demonstrate changes over time. In a practical sense,
an ideal KPl can be grouped together by different
time intervals.

A




If a Security Information and Event Management (SIEM)
solution is a part of your security operations, it will
altogether streamline the process of recording metrics
for various functions and processes. Besides, Security
Orchestration, Automation, and Response (SOAR)
capabilities will equip a security team with real-time
insights into the entire network and automated detection
and response capabilities. Using SIEM and SOAR, you
can further track metrics such as:

i. Number of alerts closed per day by an analyst.
Closure of alerts (Automated v. manual).
Number of alerts marked as false positives.
Alerts converted into security incidents.
Average time taken to detect a security incident.
Types of alerts over a given period.

Classification of alerts based on their source device.

3.2 For Business Requirements

An organization hopes to perform its business operations
without any disruptions. It adopts a detailed risk
management framework to minimize the probability

of the risks it faces. It may implement a dedicated
business continuity management system to support its
risk management initiatives. While it is true that every
organization is prone to cyberattacks, risk management
can significantly bring down costs in cases of successful
cyberattacks. For example, if attackers can break into
the organization’s network, a tried and tested incident
response plan would help in initiating the incident
response process immediately. As soon as the incident
is mitigated, the organization can resume its regular
business operations.

When we discuss from the top management’s
perspective, a relevant KPl can be MTTD (mean time
taken to detect). MTTD is the time taken for your security
team to detect a security incident, either when itis in
process or after it has occurred. MTTR (mean time to
response) is the time taken for your security team to
mitigate or remediate a security incident after it has
been discovered. Trends in MTTD and MTTR over a
period can help in understanding the detection and
response capabilities of the security team. These

two metrics can also give an idea of the duration for
which the attackers had unrestricted access to the
organizational network. During this period, the attackers
can perform various actions that can directly impact your
organization’s security posture.
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In cases of large-scale organizations where security
teams have multiple levels of analysts, security metrics
can help to discover exciting insights into how analysts are
interacting with each other. Consider that there are three
levels of security analysts in a security operations center.
Security metrics can help in understanding:

Types of alerts escalated to Level 2 from Level 1
analysts.

Reaction time of security analysts responsible for
responding to security incidents.

Time taken for dealing with an alert at each level.
Commonly used playbooks.

Most frequent IP addresses, users, and hosts involved
in security alerts.

For the top management, the knowledge of alert
fatigue may help them in deciding whether they need
to invest in additional human resources for the security
team. Addressing alerts one-by-one can result in alert
fatigue, and as a result, the overall productivity of the
security team decreases. However, if solutions like SIEM
and SOAR are a part of your organization’s security
operations, the chances of alert fatigue decrease. With
the help of automation, low-risk alerts are automatically
addressed with the use of playbooks. High-risk alerts
are enriched with contextual information and can be
assigned to security analysts for manual verification.

Other metrics for business requirements that must be
considered are:

i. Percentage of false-positive alerts per security tool
Risk level-wise distribution of alerts and incidents
Most common origins of security alerts and incidents

Number of incidents that impacted business
operations

Productivity of security analysts across various levels
in the security team




4. What Next?

Manually collecting data for metrics may turn out to be a
tedious process. The security team should explore various
possibilities of how data collection, analysis, and report
presentation can be automated. Once security metrics
start getting collected, you can generate reports that
demonstrate how variation has occurred over time. These
reports can be sent to the top management to explain to
them the progress as well as existing gaps in your security
program. Problems like these are solved by default when
an organization relies on SIEM and SOAR solutions. These
solutions minimize the inconsistency in data, streamlined
data reporting process, predictability in reports delivery,
and promote acceptable data hygiene practices.

Maintaining a baseline will demonstrate changes over

time, positive as well as negative. The security team

should give an equal amount of attention to both negative

and positive changes. Adequate attention to negative

results will help in gaining the top management support for the long run. So, instead of focusing excessively on short-
term results and positive changes, resources must be dedicated to ensuring that instances of negative changes are
minimized.

At the end of the day, security metrics will provide detailed insights into the performance of your security program.
As the level of automation increases for data collection, preparing reports after data analysis would take lesser time.
If you are considering outsourcing your partial or entire security operations to a third-party service provider, your
metrics program must account for this arrangement. There should be a designated point of contact (POC) to regularly
communicate with your service provider and ensure that metrics for measurement of security operations are duly
shared. It is recommended to specify expected performance levels in the form of a service level agreement (SLA).

Last but not least, a SIEM solution in combination with SOAR capabilities can certainly automate responding to security
alerts to a greater extent. This automation can be either fully or partially automated requiring human intervention. With
the help of these solutions, the manual efforts as necessary for alert management are substantially reduced. Further, as
these solutions become part of an organization’s security operations, the overall effectiveness of their security programs
increases and the productivity of their teams improves consistently.
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